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1? 1?
????
1.1 ????
1.1.1 RSA??
RSA??? 1978?? Rivest???????????????????????????
?????????? [15]?RSA????2?????????? p, q ?? N ??????
???????????????????????????????????RSA?????
??? e, d??ed = 1 (mod (p− 1)(q− 1))??????????(N, e)?????d???
?????
?????????? RSA ?? (RSA Variant with Euler Quotient) ? 1995 ??
Kuwakado ???????????RSA ?????????????????? [6, 11]?
????N ? Euler Quotient??????????? RSA??????????????
????????????RSA?????? RSA???????????????
1.1.2 RSA?????????????
???? RSA ???????? RSA ??????????????????????
???????????????????????????Coppersmith ????????
????????? [1, 2, 7, 9, 16, 18, 19]?????????????????? RSA ?
????????????????????????????????????? RSA??
??????Ernst???? [7]? Takaysu? Kunihiro??? [18]???????????
??????????????????????????? RSA????????Zheng?
??? [19] ????????????????????????????????Ernst ?
????Takayasu? Kunihiro????Zheng????????? EJMW???TK???
ZKH??????
RSA ?????? EJMW ??? TK ???????? Coppersmith ???????
????????TK ????Coppersmith ????????????????????
???????EJMW ?????????????TK ??????????????
2 ? 1 ? ????
𝛽
𝛿 1
+
𝛿 2
/𝛽
0.3681, 0.3683
[EJMW05]
? 1.1. N0.28 < d < N0.38 ???? RSA???????????????????????
????????????????????????? d < N9/16 = N0.5625 ????
d < N (9−
√
21)/12 = N0.368···????EJMW??????????????????????
????Ernst??????????????????????????????????
???????????? [7]????????????????? Ernst??????Ernst
?????????????????Takayasu? Kunihiro???????????????
????????????????????? TK????d < N0.5625 ????? EJMW
??????????????????????????????????????????
d < N0.5625 ??????? Ernst??????????????????????????
???TK??????????????Ernst??????????????
1.2 ??
????????RSA ???????? RSA ???????????????????
?????????????????????????????????????????
?????????????????????????????????????????
???? TK ????????????????????RSA ????????????
N0.284 < d < N ?????Ernst ??????????????????????????
TK ?????????N0.284 < d < N0.5625 ???????????????????
EJMW???????????????????????????????????????
???????????????? EJMW?????????????????
? 1.1??N0.28 < d < N0.38 ???????????????????????????
????????β logN ????????????? δ1 logN ?????? δ2 logN ???
1.2 ?? 3
𝛿1/𝛽
𝛿2/𝛽
[EJMW05]
? 1.2. d = N0.3 ???????????
??????????
𝛿1/𝛽
𝛿2/𝛽
0.3421, 0.2309
[EJMW05]
? 1.3. d = N0.45 ???????????
??????????
𝛿1/𝛽
𝛿2/𝛽
[EJMW05]
0.3290, 0.4290
? 1.4. d = N0.5625 ??????????
???????????
𝛿1/𝛽
𝛿2/𝛽
[EJMW05]
0.2934, 0.6684
0.5668, 0.3305
? 1.5. d = N0.8 ???????????
??????????
????????????????????????????????????????? β
?????????????? (δ1 + δ2)/β ????????????? EJMW?????
????????????????????????????????? d < N0.368 ????
???????????? δ1 + δ2 ?????????????????EJMW?????
???????????
??????N0.368 < d ?????? d ?????????????? 1.2–1.5 ????
??β = 0.3, 0.45, 0.5625, 0.8????????????????????????????
????????????????????????? δ1/β ?????????????
4 ? 1 ? ????
δ2/β ???????
?????? RSA????????????????N0.569 < d < N2 ?????ZKH
??????????????????????β = 0.6, 0.9, 1.125, 1.6??????????
????? 1.2–1.5?????????
1.3 ??????
????????? 2 ???RSA ????? Coppersmith ?????????????
??? 3???????????? 4????RSA??????????????? 5??
????? RSA?????????????????????????
5? 2?
??
?????????RSA??????RSA?????????????????????
????????????Coppersmith?????????
2.1 RSA?????
RSA???????? RSA?????????
???RSA ???????????????? 2 ??????? p, q ?????N = pq
??????? e, d??
ed = 1 (mod (p− 1)(q − 1))
??????????RSA???? (N, e)?????d??????????m?????
c = me (mod N)???? c????m = cd (mod N)??????????????RSA
???????????????e ≈ N ??????????
??????? RSA???????????????? 2??????? p, q ?????
N = pq ??????? e, d??
ed = 1 (mod (p2 − 1)(q2 − 1))
????????????? RSA ???? (N, e) ?????d ????????????
????? RSA???????????????e ≈ N2 ??????????
2.2 ??
2.2.1 ?????
??????????
??? k, n? k ≤ n?????????b1, . . . , bn ∈ Rk ???????????????
???b1, . . . , bn ?????????????? L(b1, . . . , bn)?
L(b1, . . . , bn) :=
{
n∑
i=1
cibi|ci ∈ Z
}
6 ? 2 ? ??
??????
b1, . . . , bn ∈ Zk ?????? L(b1, . . . , bn)????????????n = k??????
??????????????????????????????????????????
????????????
2.2.2 LLL????????????
b1, . . . , bn ????????? n× k???B ????LLL??????????????
??B ?????????????????????? v1,v2 ????????????
?? B ????????? vol(L(B))???????????vol(L(B)) :=
√
detBBT
??????????????????????vol(L(B)) = |detB|????LLL????
????????????????????????????????????
?? 2.1 (LLL???????????? [12, 13]). b1, · · · , bn ?????? n?? k ??
????????????????????? n× k ???B ????LLL???????
???????b1, · · · , bn ?????????b1, · · · , bn ????????????????
????? 2??????????? v1,v2 ??????????
||v1|| ≤ 2
k−1
4 (vol(L(B)))
1
n , ||v2|| ≤ 2 k2 (vol(L(B))) 1n−1 .
2.3 Coppersmith???
Coppersmith??????
???????????????????????????Coppersmith ???????
? [4]??????????????????????????????????
2????? h(x, y) = ∑hi,jxiyj ????????????? ‖h(x, y)‖ := √∑h2i,j ?
???Howgrave-Graham??????????? [10]?
?? 2.1 (Howgrave-Graham??? [10]). ?? n??????????? h(x, y)????
W,X, Y ?????
1. h(x˜, y˜) = 0 (mod W ) ????|x˜| < X, |y˜| < Y
2. ‖h(xX, yY )‖ <
W√
n
??????????? h(x˜, y˜) = 0??????
?????????????????????????????????????????
?????????????????????????????? 2???????????
????????? 2 ??????????????? 2.1 ??? 2 ??????????
??????????????????????????????????????
2.3 Coppersmith ??? 7
Coppersmith ??????????????????????????? (x˜, y˜) ???
X,Y ? |x˜| < X, |y˜| < Y ?????????????m, r????????Wm ?????
(x, y) = (x˜, y˜)??????????? g1(x, y), . . . , gr(x, y)???????????? r ?
?????????
???r ????? g1(xX, yY ), . . . , gr(xX, yY ) ??????????????????
????? r ?????? b1, . . . , br ???????????????????????
????? B ????B ? LLL ??????????????? 2 ?????????
????? h1(xX, yY ), h2(xX, yY )????????????????? 2.1??????
h1(xX, yY ), h2(xX, yY ) ????? 2r/2|detB|1/(r−1) ????????????? 2.1 ?
???? 2r/2|detB|1/(r−1) < Wm/√r ????h1(x˜, y˜) = 0, h2(x˜, y˜) = 0????
? (x˜, y˜)????????2?? 2??????? h1(x, y) = 0, h2(x, y) = 0??????
?????????? h1(x, y), h2(x, y)??????????????2?????????
??????????????????????????????????????????
?? h1(x, y), h2(x, y) ???????????????????????????????
??????????????????????????????????????????
???????? h1(x, y) = 0, h2(x, y) = 0??????????????????????
? 1?? f(x, y) = 0????????? (x, y) = (x˜, y˜)????
Helpful????
??????Coppersmith ????????????????????????????
????????????????? |detB|1/r < Wm ?????m??????????
?????????X,Y ???????? |detB|1/r ?????????????????
B ???????????????????????????????B ????????
???????|detB|1/r ??????????????????????????????
??????????????????????????????????????????
????????????
May????????????????????B??????????????????
???????????????????? 1????????Helpful?????????
????? [14]?Takayasu? Kunihiro?????? Helpful??????????????
????Helpful?????????????????????????????? [17, 18]?
?? 2.1. ?????? f(x, y) = 0 (mod W ) ??????????? B ???g(x, y)
(mod Wm) ? B ?????????????????????B ??????????
g(x, y)?????????????????????B′ ????????????????
?? g(x, y)? Helpful?????? ∣∣∣∣ detBdetB′
∣∣∣∣ ≤Wm
?????????
???????????Takayasu ? Kunihiro ???????????????????
8 ? 2 ? ??
??????
9? 3?
????
?????RSA???????? RSA???????????????????????
??????
3.1 RSA????????????????
3.1.1 RSA?????????????????
?????????????????????????????????????????
??N ? RSA???????????? e? logN ?????????? β logN ????
??? d ≈ Nβ ?????? δ1 logN ?????? d1 ≈ Nδ1??? δ2 logN ??????
d2 ≈ Nδ2 ?????????
M1 := 2
(β−δ1) logN , M2 := 2δ2 logN
???????? d?
d = d1M1 + d
′M2 + d2
?????????????????d1, d2 ???????????d′ ??????????
????????????? d? RSA????????????
e(d1M1 + d
′M2 + d2) = 1 + ℓ(p− 1)(q − 1)
?????????ℓ???? ℓ0 := ⌊(ed1M1 − 1)/N⌋?????ℓ???????????
|ℓ− ℓ0| =
∣∣∣∣e(d1M1 + d′M2 + d2)− 1N − p− q + 1 −
⌊
ed1M1 − 1
N
⌋∣∣∣∣
≤
∣∣∣∣N(e(d′M2 + d2))− (ed1M1 − 1)(−p− q + 1)N(N − p− q + 1)
∣∣∣∣+ 1
≤
∣∣∣∣ e(d′M2 + d2)N − p− q + 1
∣∣∣∣+ ∣∣∣∣ (ed1M1 − 1)(p+ q − 1)(N − p− q + 1)N
∣∣∣∣+ 1
≤Nβ−δ1 +Nβ− 12 + 1
10 ? 3 ? ????
????????????? δ1 < 1/2?????? EJMW??????????????
????????????????????δ1 < 1/2???????? |ℓ− ℓ0|???Nβ−δ1
????????
??? feM2(x, y), fe(x, y)??
feM2(x, y) :=1− ed2 + (ℓ0 + x)(N + y) (mod eM2), (3.1)
fe(x, y) :=1 + (ℓ0 + x)(N + y) (mod e) (3.2)
?????(x˜, y˜) := (ℓ − ℓ0,−p − q + 1) ? feM2(x, y), fe(x, y) ??????(x˜, y˜) ???
????????? X := Nβ−δ1 , Y := N1/2 ????????????????????
feM2(x, y) = 0, fe(x, y) = 0 ????????????????????????N ???
????????
3.1.2 RSA?????????????
EJMW??
Ernst ???Coppersmith ??? [5] ???????????????????????
??? RSA ????????????? [7]?????????????????????
β, δ1, δ2 ???????????????????? [7]?
(a) β ≤
235 + 904δ2 + 1064δ
2
2 + 416δ
3
2 + 48δ
4
2
512(1 + δ2)2
????
δ1 + δ2 > β −
5
6
+
√
6β + 1
3
,
(b)
235 + 904δ2 + 1064δ
2
2 + 416δ
3
2 + 48δ
4
2
512(1 + δ2)2
< β ≤
11 + 20δ2 + 12δ
2
2
16(1 + δ2)
????
δ1 > β −
3(1 + 2δ2)
2
16(1 + δ2)
,
(c)
11 + 20δ2 + 12δ
2
2
16(1 + δ2)
< β ????
δ1 + δ2 >
1
3
(
2β − 1 +
√
4β2 + 2β − 2
)
?? (b)? [7]??????????????????????????????????
????????????????????? (b)?????????????
TK??
Takayasu? Kunihiro???????????????????????? 2?????
?????EJMW??????? [18]?????3.1.1?????????????????
????????????? δ2 = 0, d2 = 0??????????EJMW????????
??????????????????
3.1 RSA ???????????????? 11
(A) β ≤
1
2
????
δ1 >
1
2
(
−1 + β +
√
−3β2 + 6β − 1
)
,
(B)
1
2
< β ≤
9
16
????
6(β − δ1)σ − 3σ2 + 2σ3 <
(σ − 2δ1)3
2− 2β − 2δ1, σ = 1−
2β − 1
1− 2√1− β − δ1
?? Takayasu? Kunihiro?????????????????????? δ2 = 0, d2 = 0
?????????? EJMW????????????????????????? [18]?
β <
9−√21
12
and δ2 >
1
2
(
−1 + β +
√
−3β2 + 6β − 1
)
?????δ2 ???? (A)??????????????β ???? (A)????????
???? β < (9−√21)/12 = 0.368 · · · ?????????
?????????????TK??????????????????????????
????? lMSBsk,τ (·)??? lLSBsk,τ (·)?????? TK?????????????????
?????????
?? 3.1. k?????τ ??????????????????????? lMSBsk,τ (·)???
lLSBsk,τ (·)?????????
lMSBsk,τ (x) := max
{
0,
⌈
x− k
τ + 1
⌉}
, lLSBsk,τ (x) := max
{
0,
⌈
x− k
τ
⌉}
lMSBsk,τ (·)? −1 ≤ τ ≤ 1?lLSBsk,τ (·)? −1 ≤ τ ≤ 0?????????????
???TK ???????????TK ??????? (3.2) ??? (3.1) ?? (x˜, y˜) =
(ℓ− ℓ0,−p− q+1)??Coppersmith?????????????????????????
???????????? d2 = 0,M2 = 1????feM2(x, y)? fe(x, y)????????
??????????m??????????????????????????
g
(x)
[u,i](x, y) =x
u−ife(x, y)iem−i,
g
(y)
[u,j](x, y) =y
jfe(x, y)
uem−u
??????????????????? d1 = 0????ℓ0 = 0????feM2(x, y), fe(x, y)
?????? w = ℓ0 + x?????????fLSBseM2 (w, y), fLSBse (w, y)?????????
???
fLSBseM2 (w, y) :=1− ed2 + w(N + y) (mod eM2),
fLSBse (w, y) :=1 + w(N + y) (mod e)
12 ? 3 ? ????
??????????????????????????????
g
(w)
[u,i](w, y) =x
u−ifeM2(w, y)
i(eM2)
m−i,
g
(y)
[u,j](w, y) =y
jfeM2(w, y)
u−lLSBsk,τ (j)fe(w, y)l
LSBs
k,τ (j)em−uM
m−(u−lLSBsk,τ (j))
2
???k, s ?????τ ???????(u, i), (u, j) ?????????? Ix1, Iy1 ???
?? {Ix1 := {u = 0, 1, . . . ,m; i = 0, 1, . . . , u} ,
Iy1 := {u = 0, 1, . . . ,m; j = 1, 2, . . . , k + ⌊τu⌋} (3.3)
????Ix2, Iy2 ?{Ix2 := {u = 0, 1, . . . ,m; i = 0, 1, . . . , u} ,
Iy2 := {u = 0, 1, . . . ,m; j = 1, 2, . . . ,min{s− u, k + ⌊τu⌋}} (3.4)
?????????????????(3.3)? (3.4)???????????????????
??(3.3)????????????Takayasu? Kunihiro???????????????
????????? Helpful???????????? k, s, τ ????????
3.2 ??? RSA????????????????
3.2.1 ?? RSA?????????????????
3.1.1 ????? N, e, d, d1, d′, d2,M1,M2 ? e = N2 ????????????????
? RSA????????????
e(d1M1 + d
′M2 + d2) = 1 + ℓ(p2 − 1)(q2 − 1)
?????????ℓ??? ℓ0 ? ℓ0 = ⌊(ed1M1 − 1)/N2⌋?????ℓ?????????
??
|ℓ− ℓ0| =
∣∣∣∣e(d1M1 + d′M2 + d2)− 1N2 − p2 − q2 + 1 −
⌊
ed1M1 − 1
N2
⌋∣∣∣∣
≤
∣∣∣∣N2(e(d′M2 + d2))− (ed1M1 − 1)(−p2 − q2 + 1)N(N2 − p2 − q2 + 1)
∣∣∣∣+ 1
≤
∣∣∣∣ e(d′M2 + d2)N2 − p2 − q2 + 1
∣∣∣∣+ ∣∣∣∣ (ed1M1 − 1)(p2 + q2 − 1)(N2 − p2 − q2 + 1)N
∣∣∣∣+ 1
≤Nβ−δ1 +Nβ−1 + 1
????δ1 < 1????|ℓ − ℓ0|??? Nβ−δ1 ????????1 < δ1 ????|ℓ − ℓ0|?
?? Nβ−1 ????????
??? feM2(x, y), fe(x, y)??
feM2(x, y) :=1− ed2 + (ℓ0 + x)(N2 + y) (mod eM2), (3.5)
3.2 ??? RSA ???????????????? 13
fe(x, y) :=1 + (ℓ0 + x)(N
2 + y) (mod e) (3.6)
?????(x˜, y˜) := (ℓ − ℓ0,−p2 − q2 + 1) ? feM2(x, y), fe(x, y) ??????(x˜, y˜) ??
?????????? X := Nβ−δ1 , Y := N ????????????????????
feM2(x, y) = 0, fe(x, y) = 0 ????????????????????????N ???
????????
3.2.2 ??? RSA?????????????
Zheng???????????????????????????? RSA???????
?????? [19]?????????????????????? β, δ1, δ2 ????????
?????????????
δ1 + δ2 > β −
5
3
+
2
3
√
3β + 1 (3.7)
??????????3.1.2????? EJMW?? [7]?????????
14
? 4?
RSA??????????
??????????? RSA???????????????????????????
??3.1.1????????????????Sarkar???? [16]????????????
???????????? EJMW?????? 3?? (b)???????????????
???????EJMW????????????????(b)??????????????
??? Sarkar?????????????????????????????
???????????Sarkar????????????????? (b)????????
??????????????????????????????????????????
????
4.1 Sarkar??????????
2.3 ?????? Coppersmith ?????????????????? feM2(x, y) ??
3.1.1??? (3.1)??????????????? feM2(x, y) = 0 (mod eM2)?? (x˜, y˜) =
(ℓ− ℓ0,−p− q + 1)????
m, s????????????????? g(x)[u,i](x, y), g
(y)
[u,j](x, y)????????????
g
(x)
[u,i](x, y) :=x
u−ifeM2(x, y)
i(eM2)
m−i,
g
(y)
[u,j](x, y) :=y
jfeM2(x, y)
u(eM2)
m−u (4.1)
???? u = 0, 1, . . . ,m ????? i, j ?????g(x)[u,i](x, y), g
(y)
[u,j](x, y) ??(x, y) =
(ℓ− ℓ0,−p− q + 1)????????(eM2)m ????? 0???????(u, i), (u, j)??
???????? Ix3, Iy3 ?????{Ix3 := {u = 0, 1, . . . ,m; i = 0, 1, . . . ,min{s, u}} ,
Iy3 := {u = 0, 1, . . . , k − 1; j = 1, 2, . . . , s− u} (4.2)
????(u, i) ∈ Ix3 ??????? g(x)[u,i](x, y) ??(u, j) ∈ Iy3 ??????? g(y)[u,j](x, y)
????
4.1 Sarkar?????????? 15
? 4.1. Sarkar??????????????m = 2??????????
1 y y2 x xy xy2 x2 x2y x2y2
g
(x)
[0,0](eM2)
2
g
(y)
[0,1] Y (eM2)
2
g
(y)
[0,2] Y (eM2)
2
g
(x)
[1,0] X(eM2)
2
g
(x)
[1,1] * * * XY eM2
g
(y)
[1,1] * * * XY
2eM2
g
(x)
[2,0] X
2(eM2)
2
g
(x)
[2,1] * * * X
2Y eM2
g
(x)
[2,2] * * * * * * * * X
2Y eM2
??????????? (x, y) = (xX, yY )?????????????????????
????????????????????B0 ??????? 4.1??m = 2??????
????????????? * ????????????????????????????
????????????????
?????????????? g(x)[u,i](x, y)?????????
XuY i(eM2)
m−i
??????? g(y)[u,j](x, y)?????????
XuY u+j(eM2)
m−u
????
σ := s/m??????B0 ??? r ??
r =
∑
(u,i)∈Ix3
1 +
∑
(u,j)∈Iy3
1 = σm2 + o(m2)
?????????? det(B0) = XsXY sY (eM2)seM2 ??????????????
sX =
m∑
u=0
s∑
i=0
u =
1
2
σm3 + o(m3),
sY =
m∑
u=0
s∑
i=0
j =
1
2
σ2m3 + o(m3),
seM2 =
s∑
u=0
u∑
i=0
(m− i) +
m∑
u=s
s∑
i=0
(m− i) +
s−1∑
u=0
s−u∑
j=1
(m− u)
=
(
σ − 1
2
σ2 +
1
6
σ3
)
m3 + o(m3)
16 ? 4 ? RSA ??????????
??????????? |detB|1/r < (eM2)m ???????????????????
???
1
6
(1 + δ2)σ
2 +
(
−1
4
− 1
2
δ2
)
σ +
1
2
β − 1
2
δ1 < 0
????????????????????? σ ??
σ =
1
4
+
1
2
δ2
2 · 1
6
(1 + δ2)
??????????????????????
δ1 > β −
3(1 + 2δ2)
2
16(1 + δ2)
????δ1 ≤ 1/2???β ????
β < δ1 +
3(1 + 2δ2)
2
16(1 + δ2)
≤ 11 + 20δ2 + 12δ
2
2
16 + 16δ2
????
4.2 ????
?????????????????????? TK?????????????????
??????????????????????????????????????????
???????
?? 4.1. (N, e)?????d??????? RSA???????e ≈ N, d ≈ Nβ , β < 1?
?????? d?????? δ1 logN ????? d1 ≈ Nδ1 ????? δ2 logN ?????
d2 ≈ Nδ2 ??????????N ?????????????????? N ? logN ??
????????????????????????
1. β <
9−√21
12
????
δ1 + δ2 >
1
2
(
−1 + β +
√
−3(1− β)2 + 2
)
,
2.
1
2
− δ1 + δ2 ≤ β ≤
1
2
+ δ2 ????
δ1 >
1
2
(
−1 + β − δ2 +
√
−3(1− β + δ2)2 + 2(1 + δ2)
)
,
4.2 ???? 17
3.
1
2
+ δ2 ≤ β ≤ δ1(4(1 + δ2)(1− δ1)− 1)????
6(β − δ1)σ − 3(1 + 2δ2)σ2 + 2(1 + δ2)σ3 <
(σ − 2δ1)3
2− 2β − 2δ1 + 2δ2,
σ = 1− 2β − 2δ2 − 1
1− 2√(1 + δ2)(1− β − δ1 + δ2)
??? d?????N1−1/
√
2 < d < N ???????????????????????
???????????????????3.1.2?????? TK?????????????
?? 4.1??δ1 = 0????????????????????? TK??????? (A)
??? (B)???????δ2 = 0????????????????????? TK???
??????????????????TK????????????????????TK
????????????????
?? 4.1??? 1??????? RSA?????? 1??? 2??????? RSA??
???? 2??? 3??????? RSA?????? 3????4.2.1?? RSA?????
? 1?4.2.2?? RSA?????? 2?4.2.3?? RSA?????? 3??????????
???????????????????TK????????? lMSBsk,τ (·)??? lLSBsk,τ (·)
?????????????? 3.1???????
4.2.1 RSA?????? 1
??? feM2(x, y), fe(x, y) ??????3.1.1 ??? (3.1) ??? (3.2) ???????
???????? feM2(x, y) = 0 (mod eM2) ??? fe(x, y) = 0 (mod e) ?? (x˜, y˜) =
(ℓ− ℓ0,−p− q + 1)????
m, k ?????τ ???????(eM2)m ????? (x˜, y˜) = (ℓ − ℓ0,−p − q + 1) ?
????????????feM2(x, y), fe(x, y) ??????????????????
g
(x)
[u,i](x, y), g
(y)
[u,j](x, y)????????????
g
(x)
[u,i](x, y) :=x
u−ifeM2(x, y)
i(eM2)
m−i,
g
(y)
[u,j](x, y) :=y
jfeM2(x, y)
u−lLSBsk,τ (j)fe(x, y)l
LSBs
k,τ (j)em−uM
m−(u−lLSBsk,τ (j))
2
(4.3)
???? u = 0, 1, . . . ,m????? i, j ???????????? g(x)[u,i](x, y), g
(y)
[u,j](x, y)??
(x, y) = (ℓ− ℓ0,−p− q + 1)????????(eM2)m ????? 0????(u, i), (u, j)?
????????? Ix1, Iy1 ?????? (3.4)????????(u, i) ∈ Ix1 ??????
? g(x)[u,i](x, y)??(u, j) ∈ Iy2 ??????? g(y)[u,j](x, y)????
??????????? (x, y) = (xX, yY )?????????????????????
?????????????????? B1 ??????? 4.2? m = 2????????
?????????????
18 ? 4 ? RSA ??????????
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3
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4
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2
x
z
x
y
z
y
z
2
y
2
z
2
g
(x
)
[0
,0
](
eM
2
)2
g
(x
)
[1
,0
]
X
(e
M
2
)2
g
(x
)
[1
,1
]
*
*
Z
eM
2
g
(y
)
[1
,1
]
*
Y
Z
eM
2 2
g
(x
)
[2
,0
]
X
2
(e
M
2
)2
g
(x
)
[2
,1
]
*
*
X
Z
eM
2
g
(x
)
[2
,2
]
*
*
*
*
*
*
X
Y
Z
g
(y
)
[2
,1
]
*
*
*
*
*
*
Y
Z
2
M
2
g
(y
)
[2
,2
]
*
*
*
*
*
Y
2
Z
2
M
2 2
4.2 ???? 19
????B1 ???????????????????
z := (ℓ0 + x)y + 1
??????????????????????????????z˜ := (ℓ0 + x˜)y˜ + 1???
????? Z := N1/2+β ????????? 4.3??? 4.2????????? z ????
??????????????????????????????????????????
????????????????????????????
?? 4.1 (g(x)[u,i](x, y), g
(y)
[u,j](x, y) ??????????). g
(x)
[u,i](x, y), g
(y)
[u,j](x, y) ?? (4.3)
??????????Ix1, Iy1 ?? (3.3) ???? (u, i), (u, j) ?????????(u, i) ∈
Ix1 ??????? g(x)[u,i](x, y) ??(u, j) ∈ Iy1 ??????? g(y)[u,j](x, y) ????B ?
g
(x)
[u,i](xX, yY ), g
(y)
[u,j](xX, yY )????????????????????????????
?????????????????????????????????????
• u′ < u????
g
(x)
[u′,i′](xX, yY ), g
(y)
[u′,j′](xX, yY ) ≺ g(x)[u,i](xX, yY ), g(y)[u,j](xX, yY ),
• u′ = u, i′ < i, j′ < j ????
g
(x)
[u,i](xX, yY ) ≺ g(y)[u,j](xX, yY ),
g
(x)
[u′,i′](xX, yY ) ≺ g(x)[u,i](xX, yY ),
g
(y)
[u′,j′](xX, yY ) ≺ g(y)[u,j](xX, yY )
??????????????????? B ?????????????????????
?? g(x)[u,i](x, y)?????????
Xu−l
MSBs
k,τ (i)Y i−l
MSBs
k,τ (i)Zl
MSBs
k,τ (i)(eM2)
m−i
??????? g(y)[u,j](x, y)?????????
Xu−l
MSBs
k,τ (u+j)Y u+j−l
MSBs
k,τ (u+j)Zl
MSBs
k,τ (u+j)em−uM
m−(u−lLSBsk,τ (j))
2 (4.4)
????
?? 4.1???.
??????? g(y)[u,j](x, y)?????????????????????????????
??????????????????????????????????????????
?? g(y)[u,j](x, y)?????????? 4.1????? (4.4)???????????????
? (4.3)????????? g(y)[u,j](x, y)??????????
yjfeM2(x, y)
u−lLSBsk,τ (j)fe(x, y)l
LSBs
k,τ (j) (4.5)
20 ? 4 ? RSA ??????????
??????????????????????????????????????????
??????? (4.5)????? x, y ????? (ix, iy)?????????????
I(u,j)LSBs :=
{
iy = j, j + 1, . . . , u+ j;
ix = l
LSBs
k,τ (iy), l
LSBs
k,τ (iy) + 1, . . . , u
}
?????? (4.5)?????????
z = (ℓ0 + x)y + 1
?????????????? (4.5)??(ix, iy) ∈ I(u,j)LSBs ???????????????
c
(u,j)
ix,iy
?????? ∑
(ix,iy)∈I(u,j)LSBs
c
(u,j)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy) (4.6)
???????????????
???(u, j) ∈ Iy1 ? u ≥ 1, j ≥ 2 ?????Iy1 ???? (3.3) ???(u, j − 1), (u −
1, j − 1) ∈ Iy1 ???????????? 2????? g(y)[u,j−1](x, y), g(y)[u−1,j−1](x, y)???
g
(y)
[u−1,j](x, y)???? 4.1??????????????g
(y)
[u,j](x, y)?????????
(i) (u− 1, j) ∈ Iy1 ???
g
(y)
[u−1,j](x, y) ? I(u−1,j)LSBs ???? (4.6) ????????????????????
(4.5)??
yjfeM2(x, y)
u−lLSBsk,τ (j)fe(x, y)l
LSBs
k,τ (j)
=yjfeM2(x, y)
u−1−lLSBsk,τ (j)fe(x, y)l
LSBs
k,τ (j)((ℓ0 + x)(N + y) + 1− ed′)
=
∑
(ix,iy)∈I(u−1,j)LSBs
c
(u−1,j)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy) · (z +N(ℓ0 + x) + 1− ed′)
=
∑
(ix,iy)∈I(u−1,j)LSBs
d
(u−1,j−1)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy)
+
∑
(ix,iy)∈I(u,j−1)LSBs
e
(u,j−1)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy)
+ c
(u−1,j)
u−1,u−1+jx
u−lMSBsk,τ (u+j)yu+j−l
MSBs
k,τ (u+j)zl
MSBs
k,τ (u+j)
??????????
(ii) (u− 1, j) /∈ Iy1 ???
g
(y)
[u,j−1](x, y), g
(y)
[u−1,j−1](x, y)?????? I(u−1,j)LSBs , I(u,j−1)LSBs ???? (4.6)????
?????????????Iy1 ???? (3.3)???k + ⌊τ(u− 1)⌋ < j ≤ k + ⌊τu⌋
??????
j = k + ⌊τu⌋
?????????lMSBsk,τ (u+ j) = lLSBsk,τ (j) = u????????????????
? (4.5)??
yjfeM2(x, y)
u−lLSBsk,τ (j)fe(x, y)l
LSBs
k,τ (j)
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=yj(z +N(ℓ0 + x))
u
=yj−1(z +N(ℓ0 + x))u−1(zy +N(z − 1))
=
∑
(ix,iy)∈I(u−1,j−1)LSBs
c
(u−1,j−1)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy)(zy +N(z − 1))
=
∑
(ix,iy)∈I(u−1,j−1)LSBs
d
(u−1,j−1)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy)
+
∑
(ix,iy)∈I(u,j−1)LSBs
e
(u,j−1)
ix,iy
xix−l
MSBs
k,τ (iy)yiy−l
MSBs
k,τ (iy)zl
MSBs
k,τ (iy)
+ c
(u−1,j−1)
u−1,u−1+j−1x
u−lMSBsk,τ (u+j)yu+j−l
MSBs
k,τ (u+j)zl
MSBs
k,τ (u+j)
??????????
(i),(ii)?????? g(y)[u,j](x, y)??????????????????????????
?????????? g(y)[u−1,j](x, y), g
(y)
[u,j−1](x, y), g
(y)
[u−1,j−1](x, y) ???????????
??????
?????? g(y)[0,1](x, y)?????g
(y)
[0,1](x, y) = y(eM2)
m ???c0,1(0,1) = 1???????
????c(u,j)u,u+j = c(u−1,j)u−1,u−1+j ??? c(u,j)u,u+j = c(u−1,j−1)u−1,u−1+j−1 ?????????? u, j ∈ Iy1
?????c(u,j)u,u+j = 1????
?????????????????????? g(y)[u,j](x, y)?????????
Xu−l
MSBs
k,τ (u+j)Y u+j−l
MSBs
k,τ (u+j)Zl
MSBs
k,τ (u+j)em−uM
m−(u−lLSBsk,τ (j))
2
????
?? 4.1????? k??? τ ? k ≥ 1, 0 ≤ τ ≤ 1??????????? B ?????
?????????????? k??? τ ??
k = ⌊2(δ1 + δ2)m⌋, τ = 1− 2β − 2δ1 − 2δ2 (4.7)
??????????????τ ? β, δ1, δ2 ????????0 ≤ τ ≤ 1?????????
??????????????? (4.7)??????? τ ? 0 ≤ τ ≤ 1??????????
?????????????????? β, δ1, δ2 ????????????????????
β, δ1, δ2 ????????? τ ? 0 ≤ τ ≤ 1????????????????????
????2.3?????? Helpful?????????????????????????
??????????? k??? τ ?? (4.7)???????????????
?? 4.2. ?? 4.1???B ???????? g(y)[u,j](x, y)???????????Helpful?
???
j ≤ 2(δ1 + δ2)m+ (1− 2β − 2δ1 − 2δ2)u
?? 4.2???.
?? 4.1????????B??????????????????????? (u′, j′)??
u′ = lLSBsk,τ (j
′)???????????B ??????????? (3.3)?????B ??
22 ? 4 ? RSA ??????????
??????????? g(y)[u′,j′](x, y)???????????????????? 3.1???
lMSBsk,τ (u
′ + j′) = u′ (4.8)
????
??????? B ???????? g(y)[u′,j′](x, y)??????????????????
?? B′ ???????????? B′ ??? 4.1???????????????????
g
(y)
[u′,j′](x, y)????B,B′ ???? Helpful????????????
B ?????????g(y)[u′,j′](x, y)??????????? 4.1???? (4.8)???
Y j
′
Zu
′
em−u
′
M2
m
??????????
g
(y)
[u′+1,j′−1](x, y), g
(y)
[u′+2,j′−2](x, y), . . . , g
(y)
[u′+j′−1,1](x, y),
???
g
(x)
[u′+j′,u′+j′](x, y), g
(x)
[u′+j′+1,u′+j′](x, y), . . . , g
(x)
[m,u′+j′](x, y),
???
g
(y)
[u′+1,j′](x, y), g
(y)
[u′+2,j′](x, y), . . . , g
(y)
[m,j′](x, y)
???B,B′ ??????B ????????????????????????
XY j
′
Zu
′
em−(u
′+1)M2
m−(u′+1−lLSBsk,τ (j′+1)), X2Y j
′
Zu
′
em−(u
′+2)M2
m−(u′+2−lLSBsk,τ (j′+2)), . . . ,
Xj
′−1Y j
′
Zu
′
em−(u
′+j′−1)M2m−(u
′+j′−1−lLSBsk,τ (u′+j′−1)),
???
Xj
′
Y j
′
Zu
′
(eM2)
m−(u′+j′), Xj
′+1Y j
′
Zu
′
(eM2)
m−(u′+j′), . . . , Xm−u
′
Y j
′
Zu
′
(eM2)
m−(u′+j′),
???
Xu
′+1−lMSBsk,τ (u′+j′+1)Y u
′+j′+1−lMSBsk,τ (u′+j′+1)Zl
MSBs
k,τ (u
′+j′+1)em−(u
′+1)M2
m−1,
Xu
′+2−lMSBsk,τ (u′+j′+2)Y u
′+j′+2−lMSBsk,τ (u′+j′+2)Zl
MSBs
k,τ (u
′+j′+2)em−(u
′+2)M2
m−2,
...
Xm−l
MSBs
k,τ (m+j
′)Y m+j
′−lMSBsk,τ (m+j′)Zl
MSBs
k,τ (m+j
′)M2
u′
???????B′ ????????????????????????
Y j
′−1Zu
′+1em−(u
′+1)M2
m−(u′+1−lLSBsk,τ (j′+1)),
XY j
′−1Zu
′+1em−(u
′+2)M2
m−(u′+2−lLSBsk,τ (j′+2)),
...
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Xj
′−2Y j
′−1Zu
′+1em−(u
′+j′−1)M2m−(u
′+j′−1−lLSBsk,τ (u′+j′−1)),
???
Xj
′−1Y j
′−1Zu
′+1(eM2)
m−(u′+j′), Xj
′
Y j
′−1Zu
′+1(eM2)
m−(u′+j′), . . . ,
Xm−u
′−1Y j
′−1Zu
′+1(eM2)
m−(u′+j′),
???
Xu
′+1−lMSBsk,τ (u′+j′+1)Y u
′+j′+1−lMSBsk,τ (u′+j′+1)Zl
MSBs
k,τ (u
′+j′+1)em−(u
′+1)M2
m,
Xu
′+2−lMSBsk,τ (u′+j′+2)Y u
′+j′+2−lMSBsk,τ (u′+j′+2)Zl
MSBs
k,τ (u
′+j′+2)em−(u
′+2)M2
m−1,
...
Xm−l
MSBs
k,τ (m+j
′)Y m+j
′−lMSBsk,τ (m+j′)Zl
MSBs
k,τ (m+j
′)M2
u′+1
?????????????????∣∣∣∣ detBdetB′
∣∣∣∣ = (eM2)m−u′(ZM2)u′Y j′ ( XYZM2
)m−u′
???????? (eM2)m ????????????????
(eM2)
m−u′(ZM2)u
′
Y j
′
(
XY
ZM2
)m−u′
≤ (eM2)m
Xm−u
′
Y m−u
′+j′Z−m+2u
′ ≤ eu′M2m−u
′
????????X = Nβ−δ1 , Y = N1/2,W = Nβ , e ≈ N,M2 = 2δ2 logN ???????
??
(β − δ1)(m− u′) + 1
2
(m− u′ + j′) +
(
1
2
+ β
)
(−m+ 2u′) ≤ u′ + δ2(m− u′)
?????????????
j′ ≤ 2(δ1 + δ2)m+ (1− 2β − 2δ1 − 2δ2)u′
????
? (4.7)?????? k, τ ?????????????B ??? r ??
r =
∑
(u,i)∈Ix1
1 +
∑
(u,j)∈Iy1
1 =
(
1
2
+ 2(δ1 + δ2) +
1
2
(1− 2β − 2δ1 − 2δ2)
)
m2 + o(m2)
?????????? det(B) = XsXY sY ZsZeseM2sM2 ??????????????
sX =
∑
(u,i)∈Ix1
(u− lMSBsk,τ (i)) +
∑
(u,j)∈Iy1
(u− lMSBsk,τ (u+ j))(
1
6
+ (δ1 + δ2) +
1
6
(1− 2β − 2δ1 − 2δ2)
)
m3 + o(m3),
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sY =
∑
(u,i)∈Ix1
(i− lMSBsk,τ (i)) +
∑
(u,j)∈Iy1
(u+ j − lMSBsk,τ (u+ j))
=
(
(δ1 + δ2) + 2(δ1 + δ2)
2 + (δ1 + δ2)(1− 2β − 2δ1 − 2δ2) + 1
6
(1− 2β − 2δ1 − 2δ2)
+
1
6
(1− 2β − 2δ1 − 2δ2)2
)
m3 + o(m3),
sZ =
∑
(u,i)∈Ix1
(lMSBsk,τ (i)) +
∑
(u,j)∈Iy1
lMSBsk,τ (u+ j)
=
(
1
6
+
1
6
(1− 2β − 2δ1 − 2δ2)
)
m3 + o(m3),
se =
∑
(u,i)∈Ix1
(m− u) +
∑
(u,j)∈Iy1
(m− u)
=
(
1
3
+ (δ1 + δ2) +
1
6
(1− 2β − 2δ1 − 2δ2)
)
m3 + o(m3),
sM2 =
∑
(u,i)∈Ix1
(m− u) +
∑
(u,j)∈Iy1
(m− (u− lLSBsk,τ (j)))
=
(
1
3
+ (δ1 + δ2) +
1
3
(1− 2β − 2δ1 − 2δ2)
)
m3 + o(m3)
??????????? |detB|1/r < (eM2)m ???????????????????
???
2(δ1 + δ2)
2 + 2(1− β)(δ1 + δ2) + 2(1− β)2 − 1 > 0
???????????????????
δ1 + δ2 >
1
2
(
−1 + β +
√
−3(1− β)2 + 2
)
????? (4.7)???? τ ?
0 ≤ τ ≤ 1
?????????????????τ ???????????????
β ≤ 9−
√
21
12
????
4.2.2 RSA?????? 2
4.2.1??????Coppersmith???????????????RSA?????? 1?
???? feM2(x, y), fe(x, y) ?????????????????????? fe(x, y) ??
?????? feM2(x, y)?????????RSA?????? 1????????????
???? lMSBsk,τ (·)??? lLSBsk,τ (·)????????????? lLSBsk,τ (·)?????lMSBsk,τ (·)
??????
???????????m, k ?????τ ????????????????
g
(x)
[u,i](x, y), g
(y)
[u,j](x, y) ???? (4.1) ?????????(u, i), (u, j) ?????????
4.2 ???? 25
? Ix1, Iy1 ???? (3.3) ?????????(u, i) ∈ Ix1 ??????? g(x)[u,i](x, y) ??
(u, j) ∈ Iy1 ??????? g(y)[u,j](x, y)??????
??????????? (x, y) = (xX, yY )?????????????????????
?????????????????? B2 ??????? 4.4?m = 2, k = 1, τ = 0??
???????????????????
????B2 ???????????????????
w := ℓ0 + x
??????????????????????????????w˜ := ℓ0 + x˜ ??????
??W := Nβ ????????? 4.5??? 4.4????????? z ?????????
??????????????????????????????????????????
??????
???? 4.3 ????? k??? τ ?????−1 ≤ τ ≤ 0 ??????????? B ?
?????????????????????????????????[18, Lemma 7]?
Takayasu? Kunihiro?????????????????
?? 4.3 (g(x)[u,i](x, y), g
(y)
[u,j](x, y) ?????????? [18]). g
(x)
[u,i](x, y), g
(y)
[u,j](x, y) ??
(4.1) ???????????k ?????τ ? −1 ≤ τ ≤ 0 ???????????
??????? k, τ ?????(u, i), (u, j) ????? Ix1, Iy1 ?? (3.3) ????????
(u, i) ∈ Ix1 ??????? g(x)[u,i](x, y) ??(u, j) ∈ Iy1 ??????? g(y)[u,j](x, y) ????
B ? g(x)[u,i](xX, yY ), g
(y)
[u,j](xX, yY ) ?????????????????????????
????????????????????????????????????????
• u′ < u????
g
(x)
[u′,i′](xX, yY ), g
(y)
[u′,j′](xX, yY ) ≺ g(x)[u,i](xX, yY ), g(y)[u,j](xX, yY ),
• u′ = u, i′ < i, j′ < j ????
g
(x)
[u,i](xX, yY ) ≺ g(y)[u,j](xX, yY ),
g
(x)
[u′,i′](xX, yY ) ≺ g(x)[u,i](xX, yY ),
g
(y)
[u′,j′](xX, yY ) ≺ g(y)[u,j](xX, yY )
??????????????????? B ?????????????????????
?? g(x)[u,i](x, y)?????????
W lk,τ (i)Xu−lk,τ (i)Y i(eM2)m−i
??????? g(y)[u,j](x, y)?????????
W lk,τ (u+j)Xu−lk,τ (u+j)Y u+j(eM2)m−u
????
26 ? 4 ? RSA ??????????
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????2.3???????????????? Helpful???????????????
??????????????????k, τ ??
k = ⌊2δ1m⌋, τ = 1− 2β − 2δ1 + 2δ2 (4.9)
???????????? (4.9)???????????????
?? 4.4. ?? 4.3???B ???????? g(y)[u,j](x, y)???????????Helpful?
???
j ≤ 2δ1m+ (1− 2β − 2δ1 + 2δ2)u (4.10)
?? 4.4???.
?? 4.3 ???????? B ??????????????????????? (u′, j′)
??u′ = lk,τ (j′)??????????????????? (3.4)?????B ??????
??????? g(y)[u′,j′](x, y)???????????????????? 3.1???
lMSBsk,τ (u
′ + j′) = u′ (4.11)
????
??????? B ???????? g(y)[u′,j′](x, y)??????????????????
?? B′ ???????????? B′ ??? 4.3???????????????????
g
(y)
[u′,j′](x, y)????B,B′ ???? Helpful????????????????????
B ?????????g(y)[u′,j′](x, y)??????????? 4.3???? (4.11)???
Wu
′
Y u
′+j′(eM2)
m−u′
??????????
g
(y)
[u′+1,j′−1](x, y), g
(y)
[u′+2,j′−2](x, y), . . . , g
(y)
[u′+j′−1,1](x, y),
???
g
(x)
[u′+j′,u′+j′](x, y), g
(x)
[u′+j′+1,u′+j′](x, y), . . . , g
(x)
[m,u′+j′](x, y)
???B,B′ ??????B ????????????????????????????
Wu
′
XY u
′+j′(eM2)
m−(u′+1),Wu
′
X2Y u
′+j′(eM2)
m−(u′+2), . . . ,
Wu
′
Xj
′−1Y u
′+j′(eM2)
m−(u′+j′−1),
???
Wu
′
Xj
′
Y u
′+j′(eM2)
m−(u′+j′),Wu
′
Xj
′+1Y u
′+j′(eM2)
m−(u′+j′), . . . ,
Wu
′
Xm−u
′
Y u
′+j′(eM2)
m−(u′+j′)
???????B′ ????????????????????????
Wu
′+1Y u
′+j′(eM2)
m−(u′+1),Wu
′+1XY u
′+j′(eM2)
m−(u′+2), . . . ,
28 ? 4 ? RSA ??????????
Wu
′+1Xj
′−2Y u
′+j′(eM2)
m−(u′+j′−1),
???
Wu
′+1Xj
′−1Y u
′+j′(eM2)
m−(u′+j′),Wu
′+1Xj
′
Y u
′+j′(eM2)
m−(u′+j′), . . . ,
Wu
′+1Xm−(u
′+1)Y u
′+j′(eM2)
m−(u′+j′)
?????????????????∣∣∣∣ detBdetB′
∣∣∣∣ = Wu′Y u′+j′(eM2)m−u′ (XW
)m−u′
???????? (eM2)m ????????????????
Wu
′
Y u
′+j′(eM2)
m−u′
(
X
W
)m−u′
≤ (eM2)m
⇔ Xm−u′Y u′+j′W−m+2u′ ≤ (eM2)u′
????????X = Nβ−δ1 , Y = N1/2,W = Nβ , e ≈ N,M2 = 2δ2 logN ???????
??
(β − δ1)(m− u′) + 1
2
(u′ + j′) + β(−m+ 2u′) ≤ (1 + δ2)u′
?????????????
j′ ≤ 2δ1m+ (1− 2β − 2δ1 + 2δ2)u′
????
??????u′, j′ ?? (4.10)?????????? g(y)[u′,j′](x, y)? Helpful????
? (4.9)?????? k, τ ?????????????B2 ??? r ??
r =
∑
(u,i)∈Ix1
1 +
∑
(u,j)∈Iy1
1 = (1− β + δ1 + δ2)m2 + o(m2)
????detB2 = W sWXsXY sY (eM2)seM2 ??????????????
sW =
∑
(u,i)∈Ix1
(lk,τ (i)) +
∑
(u,j)∈Iy1
lk,τ (u+ j) =
1
3
(1− β − δ1 + δ2)m3 + o(m3),
sX =
∑
(u,i)∈Ix1
(u− lk,τ (i)) +
∑
(u,j)∈Iy1
(u− lk,τ (u+ j)) = 1
3
(1− β + 2δ1 + δ2)m3 + o(m3),
sY =
∑
(u,i)∈Ix1
i+
∑
(u,j)∈Iy1
(u+ j) =
2
3
(
(1− β + δ2)2 + δ1(1− β + δ2) + δ21
)
m3 + o(m3),
seM2 =
∑
(u,i)∈Ix1
(m− u) +
∑
(u,j)∈Iy1
(m− u) = 1
6
(3− 2β + 4δ1 + 2δ2)m3 + o(m3)
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??????????? |detB2|1/r < (eM2)m ???????????????????
???
2δ21 + 2(1− β + δ2)δ1 + 2(1− β + δ2)2 − (1 + δ2) > 0
???????????????????
δ1 >
1
2
(
−1 + β − δ2 +
√
−3(1− β + δ2)2 + 2(1 + δ2)
)
????? (4.9)???? k, τ ?
−k/m ≤ τ ≤ 0
???????????? EJMW??????????????k, τ ??????????
?????
1
2
− δ1 + δ2 ≤ β ≤
1
2
+ δ2
????
4.2.3 RSA?????? 3
RSA?????? 2? −1 ≤ τ ≤ 0?????????τ ?
−1 ≤ τ < −k/m
??????????????????????????????????????RSA?
????? 3?????? (4.9)???? k, τ ??? −1 ≤ τ < −k/m?????????
????????
RSA?????? 2?????Coppersmith?????????????? feM2(x, y) = 0
(mod eM2) ?? (x˜, y˜) = (ℓ − ℓ0,−p − q + 1) ?????? (4.1) ???????????
? g(x)[u,i](x, y), g
(y)
[u,j](x, y)?????????????RSA?????? 2????????
??????k, s? k < s??????τ ? −1 ≤ τ ≤ −k/m?????????????
???? Ix2, Iy2 ???(3.4)?????????(u, i) ∈ Ix2 ??????? g(x)[u,i](x, y)??
(u, j) ∈ Iy2 ??????? g(y)[u,j](x, y)????
???????????? w := ℓ0+x??????B3 ????????????B3 ??
?? 4.3 ?????????????????????????????? k??? τ ??
(4.9)????
k = 2δ1m, τ = 1− 2β − 2δ1 + 2δ2
??????????? 4.4????B3 ???????????????
σ := s/m??????????? k, τ ?????????????B3 ??? r ??
r =
∑
(u,i)∈Ix2
1 +
∑
(u,j)∈Iy2
1 =
(
σ − (σ − 2δ1)
2
2(2− 2β − 2δ1 + 2δ2)
)
m2 + o(m2)
30 ? 4 ? RSA ??????????
????detB3 = W sWXsXY sY (eM2)seM2 ??????????????
sW =
∑
(u,i)∈Ix2
lk,τ (i) +
∑
(u,j)∈Iy2
lk,τ (u+ j)
=
(
(σ − 2δ1)2
2(2− 2β − 2δ1 + 2δ2) +
(σ − 2δ1)3
3(2− 2β − 2δ1 + 2δ2)2
)
m3 + o(m3),
sX =
∑
(u,i)∈Ix2
(u− lk,τ (i)) +
∑
(u,j)∈Iy2
(u− lk,τ (u+ j))
=
(
σ
2
− (σ − 2δ1)
3
6(2− 2β − 2δ1 + 2δ2)2
)
m3 − sW + o(m3),
sY =
∑
(u,i)∈Ix2
i+
∑
(u,j)∈Iy2
(u+ j)
=
(
σ3 − 8δ31
6(2− 2β − 2δ1 + 2δ2) +
σ2
2
(
1− σ − 2δ1
2− 2β − 2δ1 + 2δ2
))
m3 + o(m3),
seM2 =
∑
(u,i)∈Ix2
(m− u) +
∑
(u,j)∈Iy2
(m− u)
=
(
σ − σ
2
2
+
σ3
6
− (σ − 2δ1)
2
2(2− 2β − 2δ1 + 2δ2) +
(σ − 2δ1)3
6(2− 2β − 2δ1 + 2δ2)2
)
m3 + o(m3)
??????????? |detB3|1/r < (eM2)m ???????????????????
???
6(β − δ1)σ − 3(1 + 2δ2)σ2 + 2(1 + δ2)σ3 <
(σ − 2δ1)3
2− 2β − 2δ1 + 2δ2
????????????????????? σ ??
σ = 1− 2β − 2δ2 − 1
1− 2√(1 + δ2)(1− β − δ1 + δ2)
????k, s, τ ?
−1 ≤ τ ≤ −k/m ?? k < s
???????????? EJMW??????????????RSA?????? 2??
???????????k, τ ???????????????
1
2
+ δ2 ≤ β ≤ δ1(4(1 + δ2)(1− δ1)− 1)
????
4.3 ????
????????????????????????????????????8GB??
????? 2.70GHz? Intel Core m5?????????????????????NTL?
?????????? 11.3.2????C++??????
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???????????????????????????????????2048???
??????? RSA???????????????? RSA???????? 50????
???????? m = 2??????????????????????????????
? EJMW??? Sarkar??????????????????? RSA???????? 1
? 2?????????????????????????????????????50?
?????????????????????????????????????
????????????
? 4.6. β = 0.3125???? EJMW??????
δ1 logN?????
125 126 127 128 129 130
125 0.00 0.00 0.02 0.10 0.22 0.36
126 0.00 0.02 0.06 0.14 0.36 0.46
δ2 logN 127 0.04 0.08 0.14 0.32 0.50 0.80
????? 128 0.10 0.20 0.30 0.52 0.86 1.00
129 0.24 0.32 0.46 0.86 1.00 1.00
130 0.32 0.40 0.82 1.00 1.00 1.00
? 4.7. β = 0.3125?????????RSA???????? 1?????
δ1 logN?????
125 126 127 128 129 130
125 0.00 0.0 0.02 0.12 0.22 0.38
126 0.02 0.04 0.10 0.14 0.38 0.62
δ2 logN 127 0.04 0.10 0.16 0.32 0.60 0.88
????? 128 0.10 0.24 0.38 0.62 0.86 1.00
129 0.18 0.28 0.50 0.88 1.00 1.00
130 0.28 0.50 0.86 1.00 1.00 1.00
? 4.6?4.7?????? EJMW????RSA???????? 1??????????
?????????640??? (β = 0.3125)????????125?130?????????
???????? (δ1, δ2 ≈ 0.125)?????????????????????
??? 4.8?4.9?????? Sarkar????????????RSA???????? 2?
??????????????????1152??? (β = 0.5625)????????852?857
???????????? 253?258????????? (δ1 ≈ 0.4, δ2 ≈ 0.125)?????
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? 4.8. β = 0.5625???? Sarkar????????
δ1 logN?????
852 853 854 855 856 857
253 0.00 0.00 0.04 0.08 0.28 0.86
254 0.02 0.02 0.06 0.22 0.62 1.00
δ2 logN 255 0.02 0.06 0.16 0.38 0.92 1.00
????? 256 0.02 0.04 0.28 0.82 1.00 1.00
257 0.04 0.26 0.66 1.00 1.00 1.00
258 0.10 0.50 0.92 1.00 1.00 1.00
? 4.9. β = 0.5625?????????RSA???????? 2?????
δ1 logN?????
852 853 854 855 856 857
253 0.00 0.00 0.04 0.08 0.60 1.00
254 0.02 0.08 0.12 0.42 0.92 1.00
δ2 logN 255 0.04 0.08 0.36 0.70 1.00 1.00
????? 256 0.04 0.18 0.52 1.00 1.00 1.00
257 0.08 0.26 0.92 1.00 1.00 1.00
258 0.34 0.72 1.00 1.00 1.00 1.00
????????????????
?????????????????????????????????????????
??????????????????????????????????????????
?????????
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??? RSA???????????
?????
?????3.2???????? RSA???????????????????????
?????
5.1 ????
??????3???? 4????? RSA????????????? RSA?????
???
δ1 < 1???????????????
?? 5.1. (N, e)?????d??????? EQ-RSA?????e ≈ N2, d ≈ Nβ , β ≤ 2?
?????? d?????? δ1n????? d1 ≈ Nδ1 ????? δ2n????? d2 ≈ Nδ2
??????????δ1 < 1???????????????????N ????????
??? N ????????????????????
1. β ≤
9−√21
6
????
δ1 + δ2 >
1
2
(
−2 + β +
√
−3(2− β)2 + 8
)
2. 1− δ1 + δ2 ≤ β ≤ 1 + δ2 ????
δ1 >
1
2
(
−2 + β − δ2 +
√
−3(2− β + δ2)2 + 4(2 + δ2)
)
3. 1 + δ2 ≤ β ≤ 2− δ1 + δ2 − (1− δ1)2(2 + δ2)????
3(β − δ1)σ − 3(1 + δ2)σ2 + (2 + δ2)σ3 <
(σ − δ1)3
2− β − δ1 + δ2,
σ = 1− β − δ2 − 1
1−√(2 + δ2)(2− β − δ1 + δ2)
34 ? 5 ? ??? RSA ????????????????
4. 2− δ1 + δ2 − (1− δ1)2(2 + δ2) ≤ β ≤
11 + 16δ2 + 12δ
2
2
8 + 4δ2
????
δ1 > β −
3(1 + δ2)
2
4(2 + δ2)
5. 1 ≤ δ1 ????
δ1 + δ2 >
2
3
(
β − 1 +
√
β2 + β − 2
)
9−√21
6
≤ β ≤ 1− δ1 + δ2 ?????3.2.2???????? (3.7)??????????
???????????????????
11 + 16δ2 + 12δ
2
2
8 + 4δ2
< β ?? δ1 < 1???????
???????
?? 5.1??? 1?????????? RSA?????? 1??? 2??????? RSA
?????? 2??? 3?????????? RSA?????? 3??? 4???????
??? RSA?????? 4??? 5?????????? RSA?????? 5????
??? RSA?????? 1–4????????4??????????????????
?? RSA?????? 5???????[7]? 4.2???? Appendix C? Ernst????
????????????
5.1.1 ??? RSA?????? 1
??? feM2(x, y), fe(x, y) ??????3.2.1 ??? (3.6) ??? (3.5) ???????
???????? feM2(x, y) = 0 (mod eM2) ??? fe(x, y) = 0 (mod e) ?? (x˜, y˜) =
(ℓ− ℓ0,−p2 − q2 + 1)????
???????????4.2.1????? RSA?????? 1??????????
?????????
(δ1 + δ2)
2 + (2− β)(δ1 + δ2) + (2− β)2 − 2 > 0
???????????????????
δ1 + δ2 >
1
2
(
−2 + β +
√
−3(2− β)2 + 8
)
??????????????????????????
β ≤ 9−
√
21
6
????
5.1.2 ??? RSA?????? 2
??? RSA?????? 2?????4.2.2????? RSA?????? 2??????
????
5.1 ???? 35
?????????
δ21 + (2− β + δ2)δ1 + (2− β + δ2)2 − (2 + δ2) > 0
???????????????????
δ1 >
1
2
(
−2 + β − δ2 +
√
−3(2− β + δ2)2 + 4(2 + δ2)
)
??????????????????????????
1− δ1 + δ2 ≤ β ≤ 1 + δ2
????
5.1.3 ??? RSA?????? 3
??? RSA?????? 3?????4.2.3????? RSA?????? 3??????
????
??????????? σ ?????
3(β − δ1)σ − 3(1 + δ2)σ2 + (2 + δ2)σ3 <
(σ − δ1)3
2− β − δ1 + δ2
?????????????????????? σ ??
σ = 1− β − δ2 − 1
1−√(2 + δ2)(2− β − δ1 + δ2)
???????????????????????
1 + δ2 ≤ β ≤ 2− δ1 + δ2 − (1− δ1)2(2 + δ2)
????
5.1.4 ??? RSA?????? 4
??? RSA?????? 4?????4.1????? RSA?????? Sarkar????
????????????????
?????????
δ1 > β −
3(1 + δ2)
2
4(2 + δ2)
????δ1 ≤ 1???β ????
β < δ1 +
3(1 + δ2)
2
4(2 + δ2)
≤ 11 + 16δ2 + 12δ
2
2
8 + 4δ2
????
36 ? 5 ? ??? RSA ????????????????
5.1.5 ??? RSA?????? 5
??? RSA?????? 5?????[7]? 4.2???? Appendix C? Ernst????
????????????
?????????
δ1 + δ2 >
2
3
(
β − 1 +
√
β2 + β − 2
)
??????????
δ1 ≥ 1
????????
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? 6?
??
??????RSA?????????? d?????????????????????
???????????????????????????????????RSA????
???? RSA??????
??????RSA????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????? EJMW????????N (7−2
√
7)/6 < d < N ?????????
?????
??????????? RSA???????????????????????????
????ZKH????????N (7−2
√
7)/3 < d < N2 ?????????????????
?????????????
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